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TROUBLESHOOTING SAP SECURITY IN
S/74 HANA WITH FIORI

AN @B - PN AREA 1 EREC O. Q51F o ANCTEs 0 IS Dl RS R - REGQAW GIRFSEONEE SORC, - T E E- JENATRES. i TS . A "t B k-G ERE TS S0 MpER D RlalfH 5
N O Rk all)S ¥ F @ RERVISORSEE. L G R § T S RN A RTW.T iRk . -Lal SR W LGS F @Sy TNE MR R O B . E/NL S -w/@et] & GHou-= B C PR ARNGDSHYE Ve wimG SR B O LW E o T EW¥

AriNeg” O, REARINGGSE « 4P AP ER

BY

PUMPKIN CONSULTING



WHO ARE PUMPKIN
CONSULTING?

Pumpkin began life back in 2004, way before IT security or cyber
bbecame cool.

We were amongst the pioneering generation that
professionalized SAP security and helped shape it info what it is
tfoday which gives us a unique perspective on the full range of
problems clients can encounter with SAP security.

What we do ultimately comes down to two things; managing the
risk of running a key financial system like SAP and making sure
security doesn’t get in the way of you managing your business or
perish the thought, stop the business from operating.

Our vast experience makes us the perfect partner for all
technical implementation requirements, long term and day-
tfoday support and audit remediation works. Unashamed people
pleasers, we're a friendly bunch, work with a smile on our faces
and genuinely want and do the best thing for our clients.




TAKE ME THERE

COMMON ERRORS

ITS NOT YOU. IT'S ME
TAKE ME THERE

TAKE ME THERE

USEFUL DIAGNOSTICS

TAKE ME THERE

INTRODUCTION

HEADS-UP: A LOT OF FRUSTRATION. BLOOD. SWEAT AND TEARS WENT IN TO LEARNING THIS STUFF THE HARD WAY. DO YOURSELF A FAVOUR AND LEARN IT THE

EASY WAY WITH US




In what could be a world first, we've created
an interesting look at best practice and
useful stuff to know as we delve into the
murky depths of....

Error resolution in S/4 Hana with Fiori tiles



INTRODUCTION

We'll help you troubleshoot some of the common errors
associated with S/74 security and suggest some of the
corrections required.



When the Fiori catalogue is first built, copying the original tile and adding to bespoke catalogs, errors when executing the tiles for
the first fime will be commonplace. This is not unlike when you're adding transactions to a role where not all the authorisations for
the standard authorisation checks are imported into the role, masses of authorisation failures can be commonplace. At least in that
scenario, you'd be fairly sure that we're dealing with authorisation issues, here though, there could be several things wrong,

These are some of the most difficult errors you are offen confronted with in Fiori. Often when using for first time, a Fiori tile can
display any of the following errors.
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IT's recommended that you fry to

execute
yourself wit

above a1

each app for the first fime
N a test ID to catch the issues

- source. This document will

focus on these initial errors you get when
pbuilding and adding new files.




USEFUL
TRANSACTIONS

A summary of the fransactions you'll find most useful for error
resolution




Transaction: SU53

Yes, this can still be used and in the back
end it will pick up many errors related to
standard authorisation objects. The first
step we'd suggest is fo create a file
version of SU53 in Fiori for users to access
easily.

SUs3 will often however show no values
missing if an apps hangs, does not open
or shows no expected links and you
receive error message ‘App could not
be opened either due to an incorrect
SAP Fiori Launchpad configuration or a
missing role assignment’

Transaction: STAUTHTRACE

If you get no result from SU53, you
might be fempted to trace the issue
yourself with full access and if the app
opens, check the log.

This can be very hard. You will see a
lot of S_SERVICE objects and many
false failures. It can result in a lot of
fime wasted and is not
recommended.

It is more useful to have switched on
to track user's errors

Transaction: /IWFND/ERROR_LOG

This will show failures by user ID and can
offen highlight if it is an error with service
activation (SICF).

it can also show missing authorisations. It
can state here that a user is missing
access fo query types when running
reports. Objects SDDLVIEW or RS_COMP
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Transaction: 7UI12/FLPCM_CUST

Your main build fransaction is obvious,
but you will also be using this for error
resolution along with the standard SAP
Fiori Library linked here:

SAP Fiori Apps Reference Library

(ondemand.com)



https://fioriappslibrary.hana.ondemand.com/sap/fix/externalViewer/
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WORKING OUT IF

AN
AN AUTHORISATION

ISSUE

ISSUE REALLY IS

It's important not to waste foo much time and quickly
find if the error relates to authorisations or Basis set up
of Fiori apps.

The first step in an implementation is for the functional
tfeams to identify the Fiori apps required and to request
the Basis team to activate the services relating to
these. Basis will not simply activate all apps in the
system as there are thousands and it can’t be done en
MQass.

It can be time consuming and many are not needed
by clients, so the team needs to identify their
requirements

When adding Fiori apps to catalogs. assigning to users
and roles, you will not know if the app is activated until
the app is selected for the first time.

Always have your own user (in the development
system) with wide access assigned which includes all
the relevant SAP standard Catalogs required for the
project. If an App loads successfully under this ID, it has
already been activated b

Transaction /IWFND/ERROR_LOG can also help with this
scenario. This fransaction shows error logs for users and
you will see your ID or test ID here and if you have
selected an app and it doesn’t load because of
service activation, the error message will read like:

No service found for namespace ", name
'MM_SUPPLIER_INVOICE_LIST_ACC_SRV', version '0001"

This will indicate it is not activated and you can
provide this information to Basis and no other action is
required from the security team.
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Error 1: Test user is not shown all the required options when compared

with the function IT roles/users with extended wide access

App: Cash Flow Analyzer
Issue: When selecting a line cash amount, ‘Bank Transfer To’ and ‘Bank Transfer From’ are not displayed as options

Test user view: Full access user view™:

Standard s Pacr | Standard ~
£ y Tima Paricet + e Pacone - C T . . . Fes Status Data bruicat
¢ e [er © | [2heem - 9 2| [o7 30,06 2022 [1] 2] [2nems Valua Diats Aduge |
|~}
Cash Flows Standard® -~ Displey Hararchy  SwichVess £ 32 @ | @ | Cash Flows Stuandard 1 Cuspiory Hierarchy  SatchViews € 3
Fiew Dratteon Puaving Ll it 30.06.2022 0L07.2022 02.07.2022 o307.2022 04.07.2002 8072002 PowDbocn  Planning Level Pranning Level Desert . 3.0, 9023 8107 2000 o007 2009
v Cusincy: EUR LONTAIEVE  NEISSHIMLIIIUR  NGINMIMNLD IR REINSNLD VR M0GIZNMINLII IR 0MLIMILII VS 0612056280023 (LR S A BN T T o T e T T
Fe A 148 76,62 ELRt 57,290,067 EUR 5 790,87 EUR 58 790,67 EUR 54.200.07 ELR 58 208,07 ELR 58 290,07 ELSt
s e Bk 2 ~ Company Code: 1100 - Ercevn 5.4, 145.070.62 EVR S7.200.07 EVRt v 50.290,07 EUR
3 Bank Acttunt: Mot hssigeed 2067662 ELR 237.3%,62 EUR 20700662 EUR 20730662 EUR 207.206,62 ELR 297,336, 62 ELR 237.306,62 ELRt
E BuR 0 EUR 00,00 ELR 00,00 ELR E B 1.000,00 EUR
3 Bank A CO00000E 153018 B - Crv A ELR . A Cashd e -4 800 00 By - 14080000 EU - 144 800 .00 EL -144, 00 EL 144 80 e .
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» Bank Atesunt: CO00TO004 183014 - Buyeml B - Depotd Asecurd - EUR =1.000,00 EUR | 2400000 (R 2800000 EUR 24.000.00 EUR 248000,00 EUR
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"] 500000 EuR 24.000.00 EUR 24.000.00 ELR 2400000 ELR . e
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- a3 ———— | -+ o BK - Treas
3 rF 1 Ercwvo 5.4 o0t B - o B - Trems Eupley € J—
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w Bank Account: 2191565650800 « BILLwia - EUR Cuament Acoound - Master Cankpocl. 1500000 EUR .00 EUR 0.00 EUR 0,00 EUR 0,00 EUR 2,00 EUR 3 Bank Atoount: 184005 TR00000 - INGCELL - EUR Cument dotmurt - Master § T
] 000 ELR 1%.000,00 EUR 0.00 EURt 0,00 ELSt 3 Bank Atcount: 2191963690900 - BRLDexls - EUR Cumens Asceunt - Masisr {
- o 00 118 000,00 [UR .00 (LA 0,00 Est (] IEETROAI000 - BOEE - EUR Cument Aooourt - Master Csshposl 000 EUR TIET026 69 ELR
B 1 o ELR .00 EUR 2,00 ELR 8,00 EUR 8,00 ELSt » 1101 - Encwes Lunsmibourg 5.4 306 129551081 51 FUR 306 120.550.06051 FUR 306,139 5530
3 Bank Actoune: SXHSSTEMEX000 - BCEE - EUR Cument Accourt - Mugser Cashpool 0,00 EUR 187.026,6% EUR 187.026,63 EUR 7.02 187.026,59 EUR 187.006,69 ELR 7.026,6% EUR 3 « Engvon Energle 5.A 10,000,00 ELR 10,000
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10.000,00 EUS! 8.0 R .000,00 EUR 16,000,650 EUR £00,500.00 ELR $0.008,00 ELR £.000,00 ELS 3
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*with role containing full SAP catalogue (SAP_TC_FIN_CM_COMMON)

Endless tracing of your own user ID does not help with this issue. But when adding full
catalogue to test ID it worked (even without generation).



To solve this, you need to be aware of the differences between:

TilesTarget Mapping Combinations

In your launchpad content tfransaction s/Ul2/FLPCM_CUST you see options of Tile and TM. The Tile is the visual representation available to
users, displayed on their home page.

TM is for when an app should not be launched from the launchpad home page but from another app (app-to-app navigation), no ftile is
needed.

So, from the information above on this issue, we can guess that some TM (Target Mapping Matching Text) could be missing.




Here's a breakdown of the combination of tile and TM you may see:

Value Description

The enftry is a tile/target mapping combination. So in our example, the app 'Cash
Tile + TM If several tiles have the same infent as a single target mapping and vice versa, Flow Analyser is the tile and from the
a new row is created for each combination. data, you can select it and go into

another app. using the selection of
‘Bank Transfer’. Clicking here this
takes the user into the app Called
‘Bank Transfers’

There is no matching target mapping in the same catalog.
Tile only For example, when an application of type URL should be launched, no target
mMmapping is needed.

L e e e L e ) S L S

There is no matching tile in the same catalog.
T™ only For example, when an app should not be launched from the launchpad home
page but from another app (app-to-app navigation), no tile is needed.

Make Bank Transfers v |




Even if the user has both of these apps in their access, it Other missing TM values can be more difficult, and you need to

still needs the TM access to be added, so it gives the search around In SAP standard catalogs. The
user the option to jump from one app to another. SAP Standard Catalogue can be found in the SAP Reference T T
Without it you don’t even get the option and the user Library dink on the righ?. Ref Library
would have to go back to the home screen and then
select it. 1.Search for the app name, in this instance 'Cash Flow Analyzer

2.5elect Implementation Tab along top, Configuration Sub
Finding the Missing TM section drop down and then and under Technical Catalog(s)

heading you will find catalogue name:

Sometimes it can be quite simple to find, with just SAP_TC_FIN_CM_COMMON and its Semantic Object,
looking in your customising fransaction '‘Cashflow’
(/Ul2/FLPCM_CUSD, searching for the app name under 3.View this in 7Ul2/FLPCM_CUST transaction, catalogues are
tab ‘Tiles and Target Mapping’. This shows that the app ordered by Semantic Object Name
has lots of TM only values and by checking the custom
catalogue, you may have added only the first tile and Looking through these can show if any TM only values are listed
TM value. All other relevant TM values then need adding that might match up with your requirement and some trial and
separately as well. See below for an example. error could be needed, added to catalogue, relaunching Fiori

and checking for changes

Catalogs .~ Ties/Target Mappings | Roles

Search Ties/Target Mappings CASH FLOW ANALYZER Go
S | &||F/6) 15| F ) B .JEE|.|| | Add Reference to Catalog || Check Services |. Show Usage in Roles || (i
Tile / Target Mapping Combinations (8 of 15120)
;St.;_T,I';r..._TfTH Match | Semantic Object | Action - “Tpr.'leﬁuhl.ﬂe,flnfnm'mmn : App T.. Applcation Ressource (SAP Fiori ID
:} = e T+ THM CashFlow analyzeFlow Cash Fow Analbyzer uis fin.cash.flow.analyzer F2332
TM anby analyzeFlowBank uls fin.cash.flow.analyzer F2332
TM only analzreFlowBankAccount uls fin.cash.flow.analyzer F2332
TM only anakzeFlowBankCompany uis fin.cash.flow.analzer F2332
TM only anakyzeFlowBankCountry uis fin.cash.flow.analzer F2332
TH anby anakreFlowBankGroup uis firi.cash. flow . anabzar F2332
TM anly anakzeFlowCampanyCode uUis fin.cash.flow.analyzer F2332

TM anky analzeFlowCurrency uUis fin.cash.flow.analyzer F2332


https://fioriappslibrary.hana.ondemand.com/sap/fix/externalViewer/
https://fioriappslibrary.hana.ondemand.com/sap/fix/externalViewer/

Error 2: User opens an app and selects options available in and an
error message is returned

App: Manage Credit Memo Request
Issue: With the tile open, when selecting “Create credit memo Request”, an error message appears

App could not be opened either due to an incorrect SAP Fiori launchpad
configuration or a missing role assignment.

Failed to resolve navigation target "#CreditMemoRequest-create?sap-
app-origin-hint=". This is most likely caused by an incorrect SAP Fiori
launchpad content configuration or by a missing role assignment.

corr (D




——— When the tile is open and the user selects “Create credit memo Request”, the following
message can appear appears:-

‘ ‘App could not be opened either due to an incorrect SAP Fiori Launchpad

Manage Credit Manage

Memo Seouests Credit'Debil ' ' . ' . ’
| Memo- configuration or a missing role assignment

i__!: 17 -_-‘..}‘ ] e ey et

| The error is found when a group of similar connected/linked apps are required. It is
\® often found when you assign an app with title ‘Manage’, in this example “Manage
Credit Memo Request”.

Even if the role has access in the 'Activity’ field to create, change and display, you still
need to assign corresponding apps.

IT's similar to a cockpit transaction in the GUI, where you often have to also add other
fransactions that are called in the background, as an authorization default in a role.

{ SGAP .Manage Credit Memo Requests ~ Q . .
| As shown below, the catalog that was called by the other Tile has been added in.
| Standard* ~~
| — N, E—— Some are TM only access like before and some Tile and TM.
Dic
= e e TIP: You don’t have to add this access to a group. so the user sees Tile ‘Create Memo
Credit Memo Requests (0) |Smandard [t msvsaiat] Ree Request’ on their home page. This forces the user to use designated central App
Credit Memo Request Sold-To Party Customer -'x’eﬂ?rh@ Billing Date  Billing Status Owerall Status Met Value D« IMOnOge’ Ond doesn"l' CongeST 'I'he users home screen Wi'l'h 'I'OO mOny unnecessory Opps
To start, set the relevant filters
'r7 TM only CreditMemoRequest create Create Credit Memo Request
@ Tie + T™ createCMRManual Create Credit Memo Requests - W/o Preceding Document
@) Tie +TM display Display Credit Memo Request

@ Tie +T™M manage Manage Credit Memo Requests



Error 3: Functional/ business search for a tile and can't find the

required app

Example: app ID F3172: Manage Tax ltems
Issue: Searching for an app is unsuccessful, although it exists

The functional team or business users search for a Tile and they can't find the app
required. They request it and you add it, but this Fiori app has no Tile reference at all.

Here, you'll need to explain to the feam that this is only called from another app.
maybe some reporting app. Here we cannot always advise what app it's called
from; the functional team should be able to assess this themselves with their
knowledge of the processes and steps.

| G |

| [Shu'.:' Usage in Cata!ogs" Show Usage in Roles | |

earch Tiles/ Target Mappings

Add Reference to Catalog || Check Services |,

=Y 5 [ =5 =1
lile / Target Mapping Combinations (2 of 15120)

'St.. T/T.. T/TM Match  Semantic Object “  Action * | Title/Subtitle/Information
@ O T™™onl ReportingTask manage TaxItems Manage Tax Items
() TM only




We'll have more insights To share on
similar fopics going forward. If there's a
topic or particular issue you'd like us to

cover, get in touch



We hope you found some of these thoughts helpful. Our hope is

that these informal, yet informative orange papers can provide

some insight, fips and food for thought to point you in the right
direction.

Of course, we would be lying if we didn’'t also want to blow our
own frumpet and celebrate the Pumpkin way ultimately
encouraging you to choose us to accompany you on your SAP
authorisation improvement journey; we are a business affter all.

Please do not hesitate to get in touch with us. We are as friendly
as say we are or your money back.



About the author

Sam Dewil has vast experience across the whole
specfrum of SAP security from S74 to GRC and beyond.
He's never happier than when he's problem solving or
building and loves to get his hands dirty.

@ Follow Sam on Linkedln



https://www.linkedin.com/in/samuel-dewil/
https://www.linkedin.com/in/markpaulstanley/




